How a PDF file is signed

How a PDF file is signed

A digitally-signed PDF document can guarantee the following:

- Integrity

+ Non-contestability
+ Authentication.

If you receive this type of document, you can be sure that it really was sent by the sender,
and that the content has not been changed in any way since the document was signed.
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1Using certificates to sign PDF files
1.1Simple signing

In the same way as a handwritten signature, a digital signature identifies the person who signed a document. In
contrast to a handwritten signature, it is almost impossible to forge a digital signature because it contains
encrypted information that uniquely identifies the signatory and can be easily verified.

@ | tt Digitally signed by Coleite Steinmann
0 e e DN: cn=Colette Steinmann, c=CH,
0=5wissSign AG, email=colefie.

i steinmann(@swisssign.com
Steln mann Date: 2007 04.18 10:26:06 +0200°
Open the document you want to sign in Adobe Acrobat.
1. From the toolbar, choose “Sign / Sign this Document”.

_sEn

Sign this Document. ..

Yalidate ol signatures in Document

Create a Blank Signature Field

How To...Sign

2. Choose “Continue Signing”.

Document Is Nok Certified

ii ‘fou are about to apply the first Digital Signature ko this document,

If wou received this document Fram someone else, it could have been altered without the
author's consent. Unless you receive this file From a trusted sender, wou may not wank ko sign
it

If vwou created this document, wou may want to apply a Certifving Signature instead of a

regular Digital Signature. If unauthorized changes are made to a Certified document, the
Certifving Signature will be invalidated.

Conkinue Signing.. . I Certify Document. .. Cancel

3. Choose “Create a new signature field to sign”.

Sign Document

This document contains no signature Fields that may be signed.

@ Would you like to:

¢ Create a new signature field ko sign

" Create a new invisible signature

Help | Mext I Cancel
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How a PDF file is signed

A window appears that describes the next steps. If you do not want this window to appear again, choose “Do not

show this message again”, then "OK”, then “Next".

Adobe Acrobat

i Using vour mouse, click and drag to draw the area where you would like the

signature ko appear on your document. Once you Finish dragging out the
desired area, you will be taken to the next step of the signing process.

l | Do not show Ehis message again:

Note: If you have installed more than one certificate, the application will ask you which certificate you want to use

for the signature.

4.

Use the auxiliary tools to draw a signature field. (If you did not select "Do not show this message again” in

the previous step, then the above window will appear again.) Then,

the following window appears:

|Apply Signature to Document.

l To complets the signing process, you must apply the Digital Signature to the dacument by saving
the document, In case you need ta laker make changes to the originl, it is recommendad that

you create & new signed copy of the document by clicking Sign and Save #s,

[~ Signature Details

Signing as Colette Steinmann.

Reason far Signing Document: (select or edit)

View Digital ID...

|<nnna>

<< Hide Options

[ Option:

[H

Signature Appearance:

Location, €. cky name: (optional)

I Standard Text j Preview...

Mew...

Your Contact Information, .., phone number: (optional)

Help Sign and Save ...

Sign and Save

Cancel

Copyright O SwissSign AG 2007

5. Choose or type in the reason why you want to
want to sign the document, then choose

“Sign and Save as".

6. The application now asks for the password for your private
key.

ath SIcurity Card APT

Pleaze enter the PIM for SwizzSign_Token,

Cancel
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When you create a signature for the first time, you must define its trustworthiness. To do this, proceed as follows:

1. Click the right mouse button on the signature and choose “Properties”.

ertificate Yiewer

This dialog allows you to view the details of a Certificate and its entire issuance chain. The
details shown correspond to the selected entry.

[¥ show all certification paths Found

SwissSign Flatinum CA - G2
[ Swiss Post Platinum C4 - G2
Colette Steinmann <cole!

General | Detailsl Revocation  Trust |P0|\C\ES | Legal Motice

This certificate is nok frusted,

[~ Trust Settings

Sign documents or data

Certify documents

¢

3¢

x Execute dynamic content that is embedded in a
Certified documnent

Execute high privilege JavaScripts that are embedded in
a Certified document

Add to Trusted Identities. .. |

[ — E

'w.:: The selected certificate path is valid.

The path validation and revocation checks were done at 2007/04/15 11:43:03 +02'00°

[0]:4
Choose “Show Certificate” to see additional information about the certificate.

Choose the tab page “Trust” and then choose “Add to Trusted Identities”.

4. In the next window choose “OK".
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How a PDF file is signed

5.  You can use the following option to select the places where you want to trust this signature. Choose the

points you require and choose “OK”. Close all windows and reopen the document.

Import Contact Settings

Certificate Details
Subject:  Colette Steinmann <colette. steinmann@swisssign.com =
Issuer:  SwissSign Personal Gold CA <gold@swisssign. com =
Usage: Sign transaction, Sign document, Key Agreement

Expiration: 2007.09,04 05:45:56 2

Trust Settings |

Trust this certificate for:

Signatures and as a trusted root
[ certified documents

[o] 3 Cancel

To check whether the trust level has been accepted, call up the “Import Contact Settings"™ tab page. The points you

classified as trustworthy are flagged with a green tick.

Copyright O SwissSign AG 2007
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1.2Creating a blank signature field

1. From the toolbar, choose “Sign / Create a Blank Signature Field”.

»Sien

Sign this Document. . .

Walidate &l Signatures in Document

Create a Blank Signature Field

How To...Sign

2. Use the auxiliary tools to design a signature field. The following window appears:

Digital Signature Properties ﬁl

General| Apparance | actions | igned | Choose “Close”, and the system automatically creates a blank
signature field.

7 Borders and Color

Barder Color: E Line Thickness: | Thin s
Filcor: NI e stye: [5old -

[Text

Font Size: [fueo g Text Color: M|

Fant: I Helvetica j

I Lodked Close
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1.3Signing an existing field

— The following brown field appears in the document.

Unafeied el i el s sign)| Double-click to sign the document at this point.

The application asks you again for your token password.

1.4Certifying a document

After completing the form, you certify the document so that users can only change/fill in form fields and sign the
document. However, if pages are removed or comments are added, the document is no longer certified.

You can only use a certification signature if the PDF document does not yet contain any other signatures. Certified
signatures are flagged with a blue ribbon.

1. From the toolbar, choose “Sign / Sign this Document”.

_sin

Sign this Document. ..

alidate all Signatures in Decument

Create a Blank Signature Field

How To...Sign

2.  Choose “Certify Document”.

Document Is Not Certified

2 ou are about ta apply the first Digital Signature ta this document.

If you received this document From someone else, it could have been altered without the
author's consent. Unless you recsive this file From a trusted sender, you may not wank ko sign
it.

1f you created this document, you may want to apply a Certifying Signature instead of a
regular Digital Signature, IF unauthorized changes are made to a Certified document, the
Certifying Signature will be invalidated.

Continue Signing... | Certiy Document... Cancel

3. A message appears, telling you that you are certifying a document. If you do not want this window to appear
again, choose “Do not show this message again”, then “OK".

Save as Certified Document

‘ou are about ko create a Certified document, By certifying a document you vouch For its
. conkents and enable recipients ta verify that the document came from you, Certifying a
1 document also adds kamper-resistance to detect and prevent unwanted changes.

In order to certify a document, you need ko have a Digital 10, IF you intend ko distribute this
document to a large audience, it is suggested that you use a Digital ID from one of Adobe's
partners, This will allow any recipient with Acrobat or Adobe Reader to automatically verify the
certification,

‘ et Digital 10 From Adobe Partner... I

[~ Don't Show Again

Help | [a]:4 Cancel
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4. In the next window, you can define which changes can be made to your document.

Save as Certified Document - Choose Allowable Actions

Please choose which actions should be allowed For this document. Unpermitted changes will
invalidate the certification.

Allowed Actions:

the document

IV | Lck thie Certifying signature so that it can't be. cleared or defeted by, anyone

5.  You also have the option of creating the signature as visible or invisible.

Save as Certified Document - Select Visibility

Would you like the Certification to be visibly shown on the dacument? Recipients will always be
nokified that this document is Certified whether or not the Certification is visible.

1" shaw Certification on dacument

1 Da niot shaw Certification on dacument

If you add an invisible signature, draw the signature field in landscape format.

Note: If you have installed more than one certificate, the application will ask you which certificate you want to use
for the signature.

Apply Signature to Document

/. To complete the: signing process, you must apply the Digial Signature to the documert by saving
the document. In cass you need ko later make changes to te origingl, it is recommended that 6

" 25 yu e it ok crorgeetote g . Choose or type in the reason why you
i e rese want to certify the document, then choose
~Signature Detail

Signing as Colette Steinmann. “Si gn an d Save as".

Reason For Signing Document: (select or edit)

= A
<< Hide: Options
optens 7. The application now asks for the password for your private
Signature Appearance: key .

I Standard Text j Preview... Mew...

Location, e.g. dty name: (aptional)

Vour Contact Information, ©.g., phone number: (optiondl)

| Flease enter the PIN for SwissSign_Token,

& HiPath SIcurity Card API x|

Help Sign and Save As... Sign and Save Cancel

Cancel
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2Signature validity

By default, signatures are verified when a PDF file is opened. The signature field for the document contains a
symbol that defines the signature status.

« The symbol for a digital signature, > together with the name of the field in the "Signatures"
window, shows that there is a signature field that has not been signed.

=
* A blue ribbon —a shows that the PDF has been certified i.e. it contains a valid certification signature.
(Certification signatures can be visible or invisible.)

e A tick symbol * g shows that the signature is valid.

e Aredx x shows that the signature is not valid.

e The warning symbol % shows that the document has been changed since being signed.

¢ The question mark [gﬁ shows that the signature could not be validated, because the signatory’s
certificate is not on the list of trustworthy identities.

If the signature status is unknown or unconfirmed, or if the document has been changed since signing, check the
signature manually in order to find and resolve the cause of the problem. If the signature status is invalid (flagged
with a red x), contact the signatory to resolve the problem.

Copyright O SwissSign AG 2007 Seite 9/12
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2.1Displaying certificate attributes

To display certificate attributes proceed as follows:

1. Click the right mouse button on the signature and choose “Properties”.

(5
“‘gﬁ Signaturs validty is LINKNOWN, 2. Choose the tab page “Sig ner”

Summary | Document  Signer |Datemme| Legal |

7

then choose “Show Certificate” to see
/, The Signer's Identity is unknown because it has not been included in your list of Trusted Identities
and none of its parent Certificates are Trusted Identitiss,

signed bry: ICD\EttE Steinmann <colette,steinmann@swisssign, com > Show Certificate...

/. Click Show Certificate for more information sbout the Signer's Certificate and its Valdity Details, or
to change the brust settings for the Certificate or an Issuer Certificate,

additional information about the certificate.

walidity Details
g 3 Choose the tab page
#  The Signer's Certificate has not been issued by a Certificate Authority that you have
" trusted.

A The path from the Signer's Certificate to an Issuer's Certificake was successfully built, " Date/Ti m e” to CheCk th e tl me sta m p w he re necessa ry .

7 Revocation checking was not performed.

Siger's Contact Infarmation:  [Hat available

w "

/1 When you directly brust a Signer's Certificake that is not issued by a Root Certificate Autharity that 4. Choose the tab page Legal
wou trust, you should contact the Signer ta verify the Certificate, Once you are confident that the
Signer is who hefshe reports to be, then verify that the Certificate is from the Signer. For

example, you tan confirm the Certificate’s MDS digest with the Signer, (Use the Certicate Viewer to see more information about

to view the MDS digest, and to import and directly trusk the certificate. )

the legal restrictions for this signature.

werify Signature Close

2.2Setting the correct trust level

This dialog allows you to view the details of a Certificate and its entire issuance chain. The 1. Click the rlg ht mouse button on the Slg nature

details shown correspond to the selected entry. and choose “Pro perties”
[V Show all certification paths found

SwissSign Platinum.CA - General | Detailsl Revocation  Trust |P0|\C\ES | Legal Matice
1 Siniss Post Pltinum C4 - G2 2. Choose “Show Certificate” to see additional
Colette Steimann <colel 7his cerficats is ok rusted, information about the certificate.
[~ Trust Settings
Sign documents or data 3. Choose the tab page "Trust”, then choose
Gy s “Add to Trusted Identities”.

Execute dynamic conkent that is embedded in a
Certified document

Execute high privilege JavaScripts that are embedded in

a Certified document 4. In the next window choose “"OK".

Add to Trusted Identities. .. |

X XXX

I F— i

w" The selected certificate path is valid,

The path walidation and revocation checks were done at 2007/04/18 11:43:03 +02'00"

0K
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kmport Contact Settings 5. You can use the following option to select the

places where you want to trust this signature.

Certificate Detals Choose the points you require and choose
Subject:  Colette Steinmann <colette. steinmann@swisssign,com > “OK". Close all windows and reopen the
Issuer:  SwissSign Personal Gold CA <gold@swisssign.com: document.

Usage: Sign bransaction, Sign document, Key Agresment
Expiration: 2007.09.04 08:43:56 2

Trusk Settings |

Trust this certificate For:

Signatures and as a brusted rook
[ certified documents

To check whether the trust level has been accepted, call up the “Import Contact Settings” tab page. The points you
classified as trustworthy are flagged with a green tick.

[Signature Properties

ﬁ Signakure is VALID, signed by Patrick Michel <patrick. michel@swisssign.cam =,

Summaty |D0cument Signer | Date/Time || Legal

Signed bry: |F‘atrick Michel <patrick. michel@swisssign.com > Show Certificate. .

Reason: |I am the author of this docurment

Date: [2007/06/13 14:59:34 +02'00° Location: Mot available

walidity Summary

,¢ The Docurent has not been modified since this signature was applied.
A The Sigrier's Identity is valid.

L!\‘ Signature date/time are From the clock on the Signer's computer.,

Signature was created using Adobe Acrobat 7.0.9,
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This certificate is directly trusked in wour Trusked Identities Lisk,

Trusk Settings

This certificate is set as trusk anchar, the resulk being that
this certificate and all certificates issued beneath this
certificate are trusted to;

=" Sign documents or data

=« Certify docurments

" Execute dynamic conkent that is embedded in a
Certified document

o Execute high privilege JavaScripts that are embedded in
a Certified docurment

Revocation checking is not performed For this certificate
because it is directly trusted as a trust anchor,
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